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DATA PROTECTION & GDPR POLICY 

Organization: CulturaLinks Community CIC 

CEO: Oksana Logvynenko 

Review Cycle: Annual or after significant changes 

 

1. Scope & Purpose 

This policy applies to: 

• All staff (paid/volunteer), contractors, and trustees. 

• All projects (education, arts, community programs). 

• All data types (digital/paper, personal/special category). 

Objectives: 

✔ Comply with UK GDPR/DPA 2018. 

✔ Protect data subjects’ rights (e.g., access, erasure). 

✔ Minimize data breach risks. 

 

2. Key Definitions 

Term Meaning 

Personal Data Any information identifying a person (e.g., name, email, IP address). 

Special Category Data Sensitive data (e.g., health, ethnicity, religion). 

Processing Any action with data (collection, storage, deletion). 
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3. Data Protection Principles 

We adhere to Article 5 UK GDPR: 

1. Lawful, fair, transparent 

o Explicit consent obtained where required. 

o Privacy notices explain data use (see Section 5). 

2. Purpose-limited 

o Data collected only for specified purposes (e.g., event registrations). 

3. Data minimization 

o Only collect essential data (e.g., avoid unnecessary health details). 

4. Accuracy 

o Regular updates to contact lists. 

5. Storage limitation 

o Retention schedules for all data types (e.g., delete volunteer applications after 1 year). 

6. Integrity & confidentiality 

o Encryption, password protection, and access controls. 

 

4. Roles & Responsibilities 

A. Data Protection Officer (DPO) 

(Required if processing large-scale special category data) 

• Name: [Designate a DPO if needed] 

• Tasks: Monitor compliance, train staff, handle SARs. 

B. All Staff 
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• Complete annual GDPR training. 

• Report breaches to the CEO within 24 hours. 

C. Project Leads 

• Conduct Data Protection Impact Assessments (DPIAs) for high-risk activities (e.g., child 

safeguarding databases). 

 

5. Practical Compliance Measures 

A. Lawful Bases for Processing 

Purpose Lawful Basis Example 

Newsletter signups Consent Opt-in checkbox with unsubscribe option 

Employee payroll Contractual necessity Stored for HMRC compliance 

Health data (events) Vital interests Allergy info for emergency care 

B. Data Security 

• Digital: Encryption, 2FA, restricted cloud access (e.g., Google Workspace). 

• Physical: Locked cabinets for paper records; shredding after retention periods. 

• Third Parties: GDPR-compliant vendors only (e.g., Mailchimp for emails). 

C. Data Subject Rights 

Requests must be fulfilled within 1 month: 

• Access ("What data do you hold on me?"). 

• Rectification (Update incorrect details). 

• Erasure ("Right to be forgotten"). 
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• Portability (Provide data in machine-readable format). 

Template: [Subject Access Request Form] (Attach Appendix A) 

 

6. Breach Protocol 

1. Contain: Disconnect compromised systems. 

2. Assess: Risk to data subjects (e.g., identity theft). 

3. Report: To ICO within 72 hours if high risk. 

4. Notify: Affected individuals if necessary. 

Internal Form: [Data Breach Report] (Attach Appendix B) 

 

7. Retention & Disposal 

Data Type Retention Period Disposal Method 

Volunteer applications 1 year post-role Secure shredding 

Event attendee lists 6 months Digital deletion 

Financial records 7 years Encrypted archive 

 

8. Training & Monitoring 

• Annual Staff Training: GDPR essentials + project-specific risks. 

• Audits: Quarterly checks of cloud storage/permissions. 
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Appendices 

1. Appendix A: Subject Access Request Form 

2. Appendix B: Data Breach Report Template 

3. Appendix C: DPIA Template 

 

Customisation Options 

1. ICO Registration Guide: Steps if not yet registered. 

2. Sector-Specific Addenda: E.g., arts projects (photography consent forms). 

3. Bilingual Versions: ________________/English for stakeholders. 

Signatures 

CEO: ___________________ 

DPO/Manager: ___________________ 

 

 

 

 

 

 

 

ATTACHMENTS 

APPENDIX A: SUBJECT ACCESS REQUEST (SAR) FORM 

(UK GDPR Article 15) 
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Organisation: CulturaLinks Community CIC 

Request Date: _________________ 

SAR Reference #: SAR-[YYYY]-[001] 

 

Section 1: Requester Details 

• Full Name: ______________________________________________________ 

• Contact Email/Phone: ______________________________________________________________________________ 

• Relationship to CulturaLinks: ☐ Staff ☐ Volunteer ☐ Service User ☐ Other: ______________________ 

• Proof of ID Attached: ☐ Passport ☐ Driving License ☐ Utility Bill 

Section 2: Request Scope 

Data Type Requested (Tick All Applicable): 

☐ Personal details (name, address, contact info) 

☐ Employment/volunteer records 

☐ Correspondence (emails, letters) 

☐ Financial data (payment history) 

☐ Special category data (health, ethnicity) 

☐ Other: _________________________________________________________________________________________ 

Date Range: From _________________ to _________________ 

Section 3: Delivery Preferences 

☐ Digital (encrypted email) 

☐ Paper (postal address: __________________________________________________________________________) 

☐ In-person collection (arrange appointment) 

Signature: ___________________ Date: _________________ 
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APPENDIX B: DATA BREACH REPORT TEMPLATE 

(To be completed within 24 hours of discovery) 

Reported by: ___________________ Role: ___________________ Date/Time: _________________ @ ______ 

1. Breach Details 

• Type: ☐ Cyberattack ☐ Lost Device ☐ Unauthorized Access ☐ Other: __________________________ 

• Data Affected: ☐ Personal ☐ Special Category ☐ Financial 

• Number of Individuals Impacted: _______ 

2. Immediate Actions Taken 

☐ Systems isolated 

☐ Passwords reset 

☐ ICO notified (if applicable) 

☐ Affected individuals informed 

Details: ____________________________________________________________________________________________ 

3. Risk Assessment 

Likelihood of Harm: ☐ Low ☐ Medium ☐ High 

Potential Impacts: ☐ Identity theft ☐ Financial loss ☐ Reputational damage 

4. Preventative Measures 

☐ Staff retraining 

☐ Security upgrades (describe): ___________________________________________________________________ 

Reviewed by CEO: ________________________________________________________________________________ 

 

APPENDIX C: DATA PROTECTION IMPACT ASSESSMENT (DPIA) TEMPLATE 

*(For high-risk processing under UK GDPR Article 35)* 
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Project/Process Name: ____________________________________________________________________ 

Lead: ________________________________________________________________ Date: _________________ 

1. Data Flow Description 

• Purpose: _____________________________________________________________________________________ 

• Data Types: ☐ Contact ☐ Health ☐ Financial ☐ Child 

• Storage Locations: ___________________________ 

• Third Parties Sharing Data With: _____________________________________________________________ 

2. Necessity & Proportionality 

Why is this processing essential? _____________________________________________________________ 

Less intrusive alternatives considered: ________________________________________________________ 

3. Risks Identified 

Risk Likelihood (L/M/H) Impact (L/M/H) Mitigation 

[e.g., Unauthorised access] M H Encryption + 2FA 

4. Consultation 

DPO/CEO Approval: ☐ Approved ☐ Revisions Required 

Signatures: 

• Assessor: ___________________________________________________________________________________ 

• CEO: Oksana Logvynenko 

 

Key Notes for CulturaLinks: 

1. SARs: Must be fulfilled within 1 month (extendable to 3 for complex requests). 

2. Breaches: Report to ICO within 72 hours if high risk (e.g., sensitive data exposed). 
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3. DPIAs: Mandatory for new projects involving: 

o Large-scale special category data. 

o Systematic monitoring (e.g., CCTV). 

Formats Available: 

• Editable Word/PDF – [Download here] (simulated link) 

• Google Forms for digital submissions. 

• Translation upon request. 
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